BOYTE

VIEN HUYET HQC - TRUYEN MAU TW

Vién Huyét hoc - Tru
khdo, xay dung gid cho viée

CONG HOA XA HQI CHU NGHIA VIET NAM
Dic 1dp - Ty do - Hanh phic

Ha Ngi, ngayA Qhdng Onam 2024

THU MOI CHAO GIA
Kinh giri: Céc don vj cung cdp

L. Théng tin ciia dom vi yéu clu giti bdo gid:
. Bon vj yéu cdu gui bo gid: Vien Huyét hoc - Truyén m4u Trung wong.
- Thong tin lién hé cia ngudi chju trich nhiém tiép nhan bio gia:
- Ks. Nguyén Trung Hiéu — Nhan vién phéng Céng nghé¢ théng tin,

- Dién thoai lién h¢: 0243.782.1895 - 226
3. Céc thirc tiép nhén béo gié:

- Nhan béo gi4 tryc tiép tai dja chi:

Vién Huyét hoc - Truydn mau Trung wong, Phuong Yén Hoa, Ciu gidy, Ha

4. Thoi han giri bao
nhén duoc sau thei diém tr

yén méu Trung wong c6 nhu ciu tiép nhén bdo gis dé tham
mua séng hang héa, dich vy phyc vu hoat ddng chuyén mén.

Phong Van thu (phong 132, ting 1, Nha H),

Noi.

gia: Trude 17h00 phut, ngayZthéng £ nim 2024. C4c béo gia

€n s& khong dugc xem xét.

5. Theoi gian ¢6 hiéu luc cta bso gid: tdi thiéu 90 ngay ké tir ngay bdo gia.

IT. Noi dung yéu ciu giri bao gid:

1. Géil
’?TT Danh myc bvT Sb lwrgng
1 [ Thiét bj chuyén mach I5i (Core Switch) B{ 2
2 | Thiét b chuyén mach nhanh (Access Switch) B 3 \l
3| Ban quyen hé diéu hanh cho méy cha ing dyng Bo 3 -
2. Goi2
STT Danh myc DVT S6 lwgng
| 1 | Phin mém diét virus cho mdy chi, may tram | Ban quyén/24 thang 600

Tinh ning ky thujt chi tiét theo phy luc dinh kem.

* Dia diém sir dung: Vién Huyét hoc - Truyén mau Trung vong
* Thai gian thyc hién: 90 ngay ké tir ngay ki hop ddng

¢ Diéuy kién thanh todn: Thanh todn ch

ngdy nghi¢m thu dich vy va hoan thanh ddy du cac th tuc thanh quyét toan

* Gid da bao gdm thué, phi, I¢ phi theo

. -~ l‘\ r 7 -~ s A
va yeu cau khéc cia bén moi thiu

* Bin sao gidy dang ky kinh doanh c4 dg

Tréan trong cam on!

uyén khoén trong vong 90 ngay, ké 1

cho bén A.

quy dinh, chi phi van chuyén, giao hang

ng diu cia Quy cong ty.
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YEU CAU KY THUAT THIET B] MANG VA HE DIEU HANH CHO MAY CHU

1. Yéu chu chung

- Thiét b duge trang bj 13 thiét bj mua mai, dam bao mdi 100% va duge san Xudt
tr niim 2024,

- Céic thiét b dugce cung céip phai ¢6 céc chimg nhan xudt x(r va chét lugng(CO,CQ)
10 ring.

- Céc thiét bj cung cp phai tuong thich véi cdc thiét b hién c6, dam béo céc co
ché hoat ddng va dy phong véi thiét bi hién co.

. Céc thiét b phai c6 tai liéu huéng din st dung kém theo, tai liéu van hanh, gii
phap trién khai

2. Yéu ciu chi tiét

s Sé
STT | Noi dung M ta chi tiét PVT lu,q‘:]g
A | Phin cing
1 | Thiét bj chuyén mach 15i (Core Switch) B 2
> 48 cdng quang 1/10G SFP/SFP+, 4 cbng uplink =
quang 40/100G QSFP+/QSFP28, -
> 01 Cép Stack phyc vu chtre ning Stacking (xép 9

chdng) il
> 04 Module két néi quang 1G SFP MMF
> 16 Module két ndi déng 1G RJ45 -
> 02 ngubn 600W

Phin cung

> 10 Module két ndi quang 10G SFP+ MMF

C6 sén tinh nang dy phong ngudn 1+1

> 1.92 Tbps Tbc do chuyén mach
> 96K dia chi MAC

Hiéu ning thiét bj

C6 sin giao thitc VRRP (VRRP & VRRPv3)

Kha néing du C6 tinh niing xEp chong stack gdp cho 6 thiét bj

phong va m& rdng [ C4 sin céc tinh néng bao vé chong 13p véi co ché
phét hién li’lp, bing céch gUri ra cdc ban tin phét
hu;n Iiip, néu ban tin ndy quay trd lai, thiét bj s&
hiéu h¢ thong mang dang c6 13p trong mang
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CA djnh taydn b, RIP, vi 64 route OSPI/ DAP
VA I teg ndng edp 18n ede glao thite dinh tyén
[.£ho 1Pvd v 1Pv6

Cie tinh nding
routing

Cdce tinh ndng bio | 6 ede tinh ning nhee DHCP snooping, [P source
mit guard v Dynamie ARP Inspection (DAIT)

CO tinh ndng quan 1y thidt bj qua ede glao thire
e SNMPv1,v2e,v3, SNMP trap, GUI, CLI

Tinh ning quin 1y (qua ede gino thire nlar SSH, Telnet)

01 Port Console RJ48, 01 x USB

Out of' band 10710071000 Ethernet Mllliilhgsl_li-bl‘li
port -

Ngudn hogt dong | 100-240VAC (+/ 10% auto 171113198)

Baohanh vahd [ Thiét bj v license cé 5 niim bio hanh va hd tr'uw "
trg kY thudt k¥ thudt

e e

2 | Thiét bj chuyén mgch nhinh (Access Switch) "0 3

s

> 24 ¢Ong 10/100/1000T RJ45, 2 edng multigiga
1/2.5/5/10G RJ45, 2 cdng uplink 1/10G SFP+

W ki i
Phan cimg > 01 Cdp Stack phyc vy chire niing Stacking

> 02 Module két ndi quang 1G SFP MMF'
> 02 Module két ndi quang 10G SFP+ MM

128 Gbps Tde do chuyén mgch
C6 kha niing quin ly 16K dja chi MAC

Hiéu niing thiét bj

C6 giao thirc VRRP (VRRP & VRRPv3)

Kha niing dy C6 tinh niing xép chdng 1én dén 6 thidt bj
phong - ; ——
v mo rong C6 siin cde tinh niing bio v¢ chdng Iiip vdi co ché

phét hi¢n Iip, biing cdch giri ra cde ban tin phat
hién 13p, néu ban tin ndy quay trd lgi, thid bj sa
hiéu hé théng mang dang ¢0 Iiip trong mgng

Céc.ﬁ"h ning C6 dinh luyén (nh static routing, RIP, OSPF
routing

Cic tinh niing bdo | C6 céic tinh niing nhar DHCP snooping, IP source
mét guard va Dynamic ARP Inspection (DAI)

C6 quin ly thiét bj qua chc gino thire nhu
. | SNMPv1,v2e,v3, SNMP trap, GUI, CLI (qua cde
Tinh nang quan 1Y | ging thire nhu SSH, Telnet)

01 Port Console RJ45, 01 x USB
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Nguon hoat dong | 100-240VAC

Bao hanh vahé | Thit bj va license c6 5 niim bao hanh va h trg

trg k§ thut k§ thut B

H¢ didu hanh cho mdy chii \ing dyng -
Windows Server 2022 Standard - 16 Core License 2
Pack 2
Windows Server 2022 - 5 User CAL
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A
YEU CAU Vit KY THUAT PHAN MEM DIET VIRUS
CHO MAY CHU, MAY TRAM
Muc 1. Yéu chu vd ky thujt
a. Yéu ciu chung

- A o a
Sin pham ¢ chimg nhin ngudn gbe xuit xtr ro rang va hop 1¢.

- San phim da duge Cuc An toan thong tin - B Thong tin va T ruyén thong cong bd cong
Khai trong Danh myc san phém phong chéng phdn mém doc hai dép ting yéu ciu ky thugt
theo Chi thi s6 14/CT-TTg ngay 25/05/2018 ciia Thi tuéng Chinh phi.

Nha thiu cung cip nhan sy, gidy phép sir dyng dé thir nghi¢m tinh tuong thich véi h¢

% . i
thong ctia chii du tr truge khi cai dgt va trién khai chinh thirc. Moi chi phi thir nghi¢m

do nha thiu chi tra.
b. Yéu cdu chi tiét

Yéu ciu phf‘m mém diét virus d4p g dﬁy di céc tinh ning co ban theo bang dudi day:

Tén hang

A A
TT| héa/dich Thong s6 ky thudt va cic tiéu chudn 8 | By
Luwgng tinh
vy
- Cong nghé bao vé theo thoi gian thuc (Real-
time protection). 600 | Béin :
- Thiét 1ap thuc thi céc chinh sach quan Iy cho quyén/24 \
c4c méy chu. thing J

- Hoat dong & ché do nén.
- Chéng gia mao céc phin mém phong, chéng ma
doc.
Phan mém | - Chéng ro ri thong tin.
di¢t virus | - Bao vé truy cdp web.
cho may |- Chéng virus ma hoa téng tién.

1
chii, may | - Phét hién thong minh Rootkit.
tram - Cong nghé¢ thyc thi an toan.
- Ty phong v¢.

- Ty dong khoi phyc cac thanh phin bj thiéu cia
phan mém phong, chéng ma doc.

- Bao v¢ b dia chia sé.

- Dé4nh chin theo hanh vi.

- Kiém soat (mg dung,

- Kiém sodt thiét bi ngoai vi.

- Béo vé USB.
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TT

Tén hﬁng
héa/dich
vu

e

Thong s6 k§ thujt va cic tiéu chuin

SH Pon vi
Lugng tinh

- Kiém soat truy cdp web.
- Cp nhit tr dong.
- Twdng lira ¢4 nhan,
- Giao di¢n ngén ngir: HO trg giao di¢n ngdn ngi
tiéng Anh va tiéng Viét.
- Cai djt trén h¢ didu hanh Windows, Windows
server, Linux.

H3 trg ky thugt 24/7

- Dédm béo sin sang hd trg 24/7.

- Cho phép chin do4n tinh trang mdy tinh va
glri yéu cau hé trg truc tiép trén phin mém.

Tinh nang quan trj tap trung:

- Thiét 1ap thuc thi céc chinh séch quan Iy
cho cic may tram tir may chii quan trj tdp
trung.

- Nhén lénh quét tir hé thong quan trj trung
tdm: Nhan 1énh quét virus/ma doc dugc céu
hinh tir server quén tri, thuc hién quét mot
14n hoic dinh ky.

- Thong tin tong quan hé théng: Gitp quan
tri vién nim dwgc cac théng tin bao gbm:
S6 lrgng méy tram da cai dit, S6 may tram
dang truc tuyén, S6 mdy tram dugc quan ly
va Phién ban hién thoi, S6 méay tram chua
dugc cép nhat, Truc tuyén lan cubi.

- Thong ké tinh hinh hé théng: cho phép quan tri
théng ké tinh hinh virus/ma doc trén tt ca cac
méy tram trong h¢ théng theo thoi gian tuy y.
Thong ké lugng virus/ma dgc lay nhiém nhiéu,
biét dugc thong tin vé& tén may nhiém, tén
virus/mé dgc, duong dan...Tinh ning théng ké
bao gom:

- Théng ké tong quan: cho phép quén trj lya
chon cic ché do thong ké theo loai
virus/ma djc, theo mot hodic nhiéu may va
theo thoi gian bét ky. Khi da lwra chon céc
ché do cén lhong ké, quan tri bim chon

Xem thong ké dé xem thdng tin chi tiét,
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TT

——
Tén hflng

héa/djch
vu

r\

e i

Théng s ky thudt va céc tiéu chuén

SH Pon vi
Lugng tinh

Théng ké Céc mdy nhidm nhiéu nhat: cho
Phép quan trj théng ké dugc s lugng mdy
¢ virus/ma dgc ldy nhidm nhiéu nhét va
cho phép lya chon thei gian phit hop véi
nhu cdu cAn théng ké.

Thong ké Céc virus/mé dgc ldy nhiéu nhét:
cho phép quan trj théng ké dugc s6 lugng
virus/ma dgc 14y nhiém nhiéu nhét trong hé
thong cia khich hang va cho phép lua
chon thoi gian ph hop véi nhu cu thong
keé.

- Ty chon h¢ théng: Cho phép quén trj lwa chon,
céu hinh cac tinh ning dé quan 1y may tram. Céc
tinh ning bao gdm: Nhap mat khiu khi cai dat,
g0 bo, Iya chon ngén ngit, cdu hinh c4c tinh ning
Tu dong ding ky may tram, cAm ngudi st dung
stra thong tin dang ky.

Quan trj tdp trung cdc phdn mém bao vé
(Endpoint Security) duoc cai dit trong hé
théng

Gidm sat va bdo cdo tép trung tir cdng cu
quan tri, cung cdp thong tin tdng quan va
cdc sb liéu théng ké trang théi bao vé cla
hé théng.

Cho phép phdn nhém quéin ly va quan ly
theo md hinh phén cAp nhiéu chi nhanh.
Quan ly, theo d&i trang thai bdo v¢, cic
phién ban sir dung trén may tram.

B4o céo théng ké tinh trang liy nhiém
virus trén céc thiét bj dugc quan ly.

Cho phép tuy chinh, trich xudt luu trir céc
bao cdo theo cic dinh dang XML, HTML,
PDF, thiét 1p gt bdo cdo dinh ky qua
email.

Cho phép giti béo cdo vé cic loai ma doc
phét hién trong hé théng mang. Thong tin
ctia mi doc bao gbm tén ma déc, loai ma
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TR
gy I T
TT | héa/dich Thino ok : g0 | Domv)
d Ong so ky thujt va cdc tiéu chuan i
i Y thudt va cdc tieu Lugng tinh

L ]

ddc va hanh vi cia ma doc.

= AV cho phép két néi, chia sé dit ligu voi hé
thonq kY thudt cia co quan chirc niing ¢0 lham
quyén theo huéng din tai Vin bén 50
2290/BTTTTCATTT ngdy 17/07/2018 cua Cuc
An todn thong tin va cdc huéng din khac lién
quan cia Bo Thong tin va Truyén thong.

- Tun thu ddp \mg theo yéu cdu ky thujt cia
quyét dinh sb 176 /QD-BTTTT vé viéc ban hanh
yéu clu k§ thuat co ban déi véi sin phdm Phong,
chéng ma doc ngay 09 thang 02 nim 2022

c. Yéu cau vé tién do thuc hién

- Thoi gian thir nghiém t5i da 10 ngay ké tir ngay ban giao san phém.

- Thi gian ban giao san phim trong vong 10 ngay k& tir ngay ki hop dong.

- Thoi gian cai dat, trién khai hé théng trong vong 5 ngay ké tir ngay ban giao.
d. Yéu cau vé dé xuit mé hinh trién khai

Nha thau m6 ta chi tiét chirc ning phan mém; tai liéu huéng dén sir dung, khai thac
dir liéu phan mém do nha thau cung cép.
e. Yéu ciu vé dé xuit gidi phdp cai diit, cdu hinh

Nha thau trinh bay giai phép cai dit, cdu hinh va trién khai sin phdm do nha thiu
chao dap {mg céc yéu ciu sau:

- Giai phap phai c6 tinh kha thi.

- Pam bao hé théng hoat dong 6n dinh va khéng gian doan.

- Pam bao an ninh an toan hé théng, an toan dit liéu.
[ Yéu ciu vé tai ligu khi trién khai

Khi trién khai, nha thau cung cdp tai ligu quan trj va vin hanh dam bdo dii céc néi
dung vé tridn khai, cai dat, chu hinh, vin hanh.

8 Dao tao chuyén giao cong ngh¢
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< Thoi gian dap ing hj tro k§ thuat

Khi nha thiy v A
au trull a a A R} . . " A A A A
o, ) & thau nhgn duge bat ky cude goi nao lién quan dén sy co ve cac
hé thong thude danh muc phén mém, c4
]

: n bg k§ thuat ctia nha thau s& tién hanh khic phuc
su €O tuan thu theo theyj gian nhy say:

- Thai gian dap g khi g sy ¢d: 30 phut.
- Thoi gian hd trg: 24 gid/ngay,

Trong d6:

7 ngay/tuan (ké ca ngay nghi va ngay 18 tét).

- Thoi gian dap g khi c6 sy cé: Dugec tinh tir khi chi dau tur théng bao sur ¢b cho
nha thau dén khi cén b3 k§ thuat ctia nha thiu c6 mit tai noi xay ra su ¢d.
- Cudc goi dich vy cudi ciing s& 1a 24h00 hang ngay. Bat ky cudc goi nio sau
24h00 s& dugc dap (mg vao ngay hom sau (trlr truong hop khan cip).
- Thoi gian nhan thong tin 24x7: 24 gid/ngay, 7 ngay/tuan (ké ca ngay nghi va
ngay 18 tét).
% Yéu ciu hd trg
- Trong thdi gian hd trg, khi duge chi diu tu thong bao ¢6 su ¢b, 161 phan mém,
nha thau phai c6 trach nhiém khéc phuc/x 1y 13i.
- Cap nhét phan mém hé thong theo khuyén nghi ciia hing (néu c6) hodc khi co
yéu cAu ciia chi dau tu.
i. Bao mit thong tin, an toan lao djng
- Nha thiu tuan thi cac quy dinh vé an toan, bao mét thong tin, an toan lao dong,
phong chéng chay nd theo quy dinh clia phép ludt.
- Nha thau chju trach nhi¢m trude phap luat vé an toan, an ninh thong tin cua hé

théng trong qua trinh thyc hién hop dﬁ‘)ng.
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’ NP tha 52 ky’cam ket v chi dhu  vé viée dim bio an todn v bio mit thang
tin khi thye hién hop d611g, Cdc nhan sy thyce hién hop dong (bao gbm nhén sy chi chot
va céc nhan sy khéc) clia nha thiy sg tiép can véi céc thong tin mat clia chu dau tu co
wdch nhiém ky cam két vé vige dam bao an toan va bio mét thong tin khi thye hién hop
dong. Trong thdi gian thyc hign hgp ddng, néu ¢6 sy thay ddi nhén sy thi nha thau co
trach nhi¢m ky céc cam két bao mét bd sung déi véi céc nhdn sy ndy.

- Toan b thong tin trong qua trinh thyc hién goi thau 14 tai san thudc so hitu cia
ch déu tu, nha thiu chi duoc trich dfin va sir dung trong trudng hop ¢6 su cho phép cua
chu dau tu.

Muc 2: Bin vé

Khong c6 ban vé
Muc 3. Kiém tra va thir nghiém
- Kiém tra va thir nghiém 600 licence tai 600 may chu, may tram
. Kiém tra va thir nghiém Hé thong quan trj tap chung

- Kiém tra tinh nidng phan mém virus.
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